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HUcnoab3oBanue kommytatopos Eltex MES
(0azoBbIM ypOBeHB) v.1.2

JuurenbHocTh Kypea: 40 akageMHuecKux 4acoB (5 qHeil)

HeaeBas aynuropus:

- CucremHbIe aIMUHUACTPATOPHI;

- CHGI_II/IaJII/ICTbI TEXHUYCCKUX U I/IH)KeHepHBIX CJ'Iy)K6;

- HuxeHepsl CONPOBOXKICHUS U TEXHUYECKON MOAICPIKKU;
- Paspabotuuku ceresoro I10.

TpeOoBanusi K y4acTHHKAM:
- 3unanue mozaenu OSI 1 posi MPOTOKOJIOB B MEpeaave TaHHBIX;
- IloHumaHue OCHOB KOMMYTAIIMU U MapLIpyTU3AIUU;
- 3HaHHE ABOMYHOU M MIECTHAUATEPUYHON CUCTEM CUUCIICHHUS;
- IloHumaHue TepMUHOB: KOMMYyTaTOp, Mapuipytusarop, [P-anpec, MAC-agpec, VLAN;
- 3HaHWe METOJIOB pa30MeHNs ceTel Ha MOJACETH U 0ObETMHEHHMS TIOJICETEH B CYIIEPCETh;
- Tlonumanus GpyHKIIMOHUPOBAHHS UEPAPXUUECKOIN MOJIEIH CETH (IOCTYI, arperamusi, apo);
- Ywmenue paborats ¢ uaTepdericom komanaHoi ctpoku (CLI).

Pe3ysabTarsl 00y4yeHus:

Ymern:

- IJITAHUPOBATH U BHENIPATH JIOKAJIbHBIE CETH HAa OCHOBE IpoTokoia Ethernet;

- BHeApATh TexHonoruu u cepsucel STP, DHCP, RADIUS, TACACS+, VRRP;

- obecrieunBaTh U30BITOUHOCTH KaK Ha ypoBHe L2, Tak u Ha ypoBHe L3;

- obecneunBaTh CBA3HOCTh MEXK/y JIOKAJIbHBIMU (PU3MUECKUMH U BUPTYAJIbHBIMH CETSIMU

3HaTh:

- OCHOBBI ceTeBbIX TexHonorui: moaenu OSI, TCP/IP;

- ocHOBBI paboTh! potokoios Ethernet, 802.1x, RADIUS, TACACS+;

- OCHOBBI pa0bOTHI MPOTOKOJIOB [Pv4;

- IPUHIUIBI pabOThl BUPTYalIbHBIX JoKaJIbHBIX ceTel (VLAN) u MaructpanbHbIXx KaHaioB cBsizu (Trunk);

- OCHOBHbIE MPUHIIMITBI 0OecrieueHust 0€30MaCHOCTH CETEBBIX YCTPONUCTB;

- IPUHIUIBI TOCTPOEHUS U30BITOUYHBIX CETEH.

Baagern:

- HaBbIKAMHU yTPABJICHUS CETEBBIMU YCTPOHCTBAMU;

- HaBbIKAMH HAaCTPOMKHU CETEW CPENHEr0 pa3MepPa ¢ UCIIOIb30BAHUEM TEJIEKOMMYHHUKAILIMOHHOTO
000pyI0BaHUS.
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HaumenoBanmue Onucanue Bpems
Tema: 1. KommyTatopst MES u ux npumeHeHnue. 2 yaca
Onucanue: 1.1. Mepapxuueckast MOJ€ENb ceTH npeanpusatus. Mcnonp3zoBaHue 2 yaca
komMmyTaTopoB MES Ha pa3nuyHbIX yPOBHAX UEPAPXUUYECKON MOJICIIH.
1.2. OcHoBHBIE cepun koMMmyTaTopoB MES.
JlabopaTopHasi: | —
HaumenoBanue Onucanue Bpemst
Tema: 2. HoaroroBka kommyraTopoB MES k pabore. 4 gyaca
Onucanue: 2.1. IlepBruyHas KOHQUrypalus KOMMYTaTOPOB. 2 yaca
2.2. Hactpoiika uaeHTU(PHUKALIMHA yCTPOHCTB.
2.3. Kondurypanus ¢pusnueckux u Jorudeckux natepdeiicos. Hacrpoiika
[P-anpecauuu.
2.4. Hacrpoiika nonb3oBareneit u naposueil. Hacrpoiika npas
I10JIb30BaTENEN.
2.5 Hacrpoiika cepBepHOl ayTeHTH(UKauH 1o npotokosiam RADIUS u
TACACS.
2.6. Hactpoiika ynanennoro goctyna nmocpeactsom SSH, Telnet.
2.7. Koudurypanus cuaxponusanuu spemenu (SNTP).
2.8. O6nosnenue I10.
JlabopaTopHasi: |2.1. ba3oBble HACTPONKN KOMMYTaTOpA. 2 4aca
2.2. Hactpoiika AAA.
HaumeHoBaHue Onucanue Bpems
Tema: 3. Kon¢gurypamuss VLAN. 4 yaca
Onucanue: 3.1. OcHOBBI BUpPTYabHBIX JIOKaIbHbIX ceTell (VLAN). 2 yaca
3.2. Pexxumsbl moptoB Access, Trunk, General, Customer.
3.3. Selective QinQ.
3.4. Unrepdeticet SVI. Mapmpyruzamus mexay VLAN.
JlabopaTopuas: 3.1. Hactpoiika cereii VLAN u MaructpanbHbIX KaHAJIOB. 2 yaca
HaumenoBanue Onucanue Bpems
Tema: 4. InarHocTUKa. 5 yacoB
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Onucanue: 4.1. ®usnueckas auarnoctuka u PoE. 2 Jaca
4.2. lnarnoctuka Ha ypoHe L2, mporokon LLDP.
4.3. 3epkanupoBaHUE MMOPTOB.

JladopaTopuas: |4.1. Peanm3anus 1uarHocTUKU GU3HUECKOTO YPOBHSI. 3 yaca
4.2. LLDP.
4.3. 3epkanupoBaHUE TTOPTOB.

HaumenoBanue Onucanue Bpems
Tema: 5. YnpaB/ieHue IIMPOKOBeIATeIbHBIMHU JOMEHAMH Ha ypoBHe L2. 4 yaca
Onucanue: 5.1. IIporokonsr STP u RSTP. 2 yaca

5.2. Arperanus kananos. [Iporokon LACP.
5.3. KonTtpons mropmoB (Storm Control) u merens (Loopback Control).
5.4. N3onsmus noptos (Port Isolation).

JladopaTopuas: |5.1. Hactpoiika u npoBepka npotokosia STP. 2 gaca
5.2. Peammzauus Port-Channel ¢ ucnions3osanmnem LACP.

HaumenoBanmue Onucanue Bpemsi
Tema: 6. IlIporoxoa DHCP u ero ontumu3anmusi. 3 yaca
Onucanue: 6.1. OcHoBsI paboTs! poTokoaa DHCP. 2 4aca

6.2. Perpancisuus DHCP (DHCP Relay).
6.3. DHCP Snooping.

JlaGopatopuas: 6.1. DHCP u DHCP Snooping. luac
HaumenoBanue Onucanue Bpems

Tema: 7. OcHoBBI Oe30nacHOCTH Ha ypoBHe L2. 4 yaca

Onucanue: 7.1. PortSecurity 2 gaca

7.2. ARP Inspection.
7.3. IP Source Guard.
7.4. Criucku xouTpost gocryna (Access Control Lists).

JlaGopatopuas: |7.1. PortSecurity 2 yaca
7.2. IPSG, ARP Inspection.
7.3. Hactporika ACL.

HaumenoBanue Onucanue Bpems

Tema: 8. MacmirtadbupoBanue M H30bITOYHOCTD. 5 yacoB
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Onucanue: 8.1. CrexkupoBaHue. 2 yaca
8.2. ArperupoBaHue KaHaJIOB Ha HECKOJIbKUX KoMMmyTaTopax (MLAG).
8.3. IIpotokon VRRP.

JlabopaTopuas: |8.1. Hactpoiika crekupoBaHus 3 yaca
8.2. Hactpoiika MLAG
8.3. Kondurypuposanue VRRP.

HaumenoBanue Onucanue Bpems
Tema: 9. MOHMTOPMHTI M pe3epBHOE KONIMPOBaHMeE. 5 yacos
Onucanue: 9.1. Hacrpoiika SNMP. 2 yaca

9.2. Hacrpoiika norupoBanus (SysLog).
9.3. Pe3epBHOE KONMPOBaHUE U YIPABICHUE KOMUSIMHU.

JladopaTopnas: |9.1. Hactpoiika SNMP. 3 yaca
9.2.Hactpoiika Syslog.
9.3. HacTpotiika ¢hyHKLMY pe3epBHOM KOH(UTyparuu.

IIpoMe:xxyTOYHBIE M UTOTOBbIC (OPMBI KOHTPOJIA: 4 yaca

B paMKax JaHHOI'0O Kypca IMpEaAOoCTaBIACTCA OAHA IMONBITKA ITPOXOKACHHUA CepTI/I(bI/IKaIII/IOHHOFO UCIIBITAHUA,
KOTOpasi MOKeT ObITh MCIIOJIb30BaHA B IEHb 3aBEPILICHUS Kypca.

B cnyuae HeygauHOTO 3aBEPIICHUS, MOXXHO OOPATUTHCSI B KOMMEPYECKHI OTIeT sl IPUOOPETSHMSI TIIATHOU
JOTIOJTHUTEIBHOM MOIBITKH.

[TnaTHOM MOMBITKOW MOKHO BOCIIOJIB30BATHCS B TeUeHHE 21 KaleHAapHOTO JTHS TOCTIe 3aBepIIeHUsT 00ydeHUSI.
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